
Cyber SecurityCyber Security

Its up to all of us to be carefulIts up to all of us to be careful



How to protectHow to protect

 Set a unique secure password on EVERY account

 Only visit sites you trust by typing in the URL

 Try to avoid clicking on links – especially from sources you don’t 100% trust

 Hover over URL to see true destination

 Treat email with a questioning mind
 Read, Re-Read, Ask then Act on important emails

 Check the headers to ensure its coming from the real person

 Question is it legitimate

 Ring the person requesting to confirm
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When TravellingWhen Travelling

 Only connect to a trusted Wifi
 Try not to connect to public wifi - especially in busy places like airports and shops

 use a personal 3G device / hotspot instead

 Or trusted signal in a hotel
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How to protect at HomeHow to protect at Home

 Set a secure password on all devices connected to the internet
 Fridge / TV / Baby Monitor

 Phone / iPAD

 Modem / Router

 Computers

 IoT – Anything connected to the ‘Internet of Things’ as above but also includes a broad 
range of products you don’t actually see – such as electronics and sensors built into things. 

 Use a service like OpenDNS at home – free
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Mobile DevicesMobile Devices

 Ensure you have a PIN

 If stolen - Ability to remote wipe if you have work email on your phone (talk to SPD IT about 
how to set this up)
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